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Abstract
Safety of powerful AI systems is increasingly pursued through capability restrictions by way of

model guardrails. These guardrails try to restrict models from providing assistance with offensive
cyber operations, viral engineering, or other capabilities which the model providers judge to pose
elevated risk of misuse. However, such framing evaluates safety at the level of an individual
model and user interaction, without taking into account how restrictions alter the capabilities
and incentives of other actors. By examining these systems through the lens of resilience, we
argue that model guardrails should be evaluated not by how much capability they remove from
an individual model, but by how they affect the resilience of the broader system in which that
model operates. We present counterarguments for approaches to safety based on model guardrails,
highlighting their trade-offs and their potential to weaken resilience of systems they’re supposed
to protect.

1 Introduction

In July 2026, Hugging Face detected an intrusion into its infrastructure during an internal evaluation
of OpenAI models operating with reduced cybersecurity refusals. OpenAI later identified the models
involved as GPT-5.6 Sol and a more capable internal research prototype (OpenAI, 2026). The intrusion
involved lateral movement, and Hugging Face reported that guardrails on commercial frontier models
blocked requests needed for forensic analysis. Its defenders instead used a locally deployed open-weight
model, GLM-5.2 (Hugging Face, 2026), which shows lower capability in cybersecurity benchmarks
(Noblitt et al., 2026). The episode exposed an unintended consequence where safeguards intended to
prevent misuse also restricted defenders’ access to hosted models during incident response.

This incident shows that guardrails obstructed an active incident response. More broadly, we use
model guardrails to refer to mechanisms and policies designed to constrain model behavior or access
when particular uses are judged potentially harmful. These can include refusal, input and output
classifiers, response filtering, fallbacks to less capable models and restrictions on access to specific
capabilities.

Could the same restrictions also weaken defenders’ ability to prepare before an attack occurs?
Research on systemic resilience argues that suppressing volatility can create an appearance of stability
while allowing hidden risks to accumulate (Taleb and Blyth, 2011). This perspective has also informed
cybersecurity thinking, where resilience is understood as something that develops through exposure to
failures, learning from them, and improving systems during recovery (National Academies of Sciences,
Engineering, and Medicine, 2018).

Both in the case of cybersecurity and biology, to cause serious damage to infrastructure, human
lives and health, malicious actors need to interact with the physical world. Presently, this interaction
with the physical world is also a natural barrier to usefulness of AI systems for malicious use-cases.
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We argue that restrictions on dual-use AI capabilities should be evaluated through their effects
on resilience of systems over time rather than on the basis of preventing a single interaction with
the user. We believe and present arguments that guardrails on model outputs overestimate the actual
harm that models can produce in the interaction with the physical world, while underestimating the
unintended harm of keeping legitimate actors, systems and infrastructure in biology and cybersecurity,
underprepared for attacks, thus making those systems fragile.

Our central concern is not limited to situations in which guardrails prevent defenders from
responding to an ongoing attack. More consequentially, these restrictions shape the daily work of
cybersecurity practitioners and, especially, researchers in biology. Model guardrails introduce friction
into otherwise legitimate research and the accumulation of knowledge. Over time, this reduces
resilience by negatively impacting the know-how of the benevolent actors in the system. Research
through which scientists and engineers advance their fields also build the expertise required to respond
to future threats. Sometimes this research might involve dual-use technologies. We therefore argue
that restrictions on dual-use AI capabilities should be evaluated both by the harmful interactions they
prevent and the legitimate work they obstruct. The cost of guardrails is reflected in the long-term
capacity of scientific and technical actors in a system to anticipate, understand, and defend against
attacks.

2 Safety Through Antifragility

The ability to investigate a cyber intrusion or recognize a biological threat is rooted in the work long
before an event occurs. Defenders develop their capabilities by finding weaknesses and revising
practices when something goes wrong. When these lessons lead to lasting improvements, a better
prepared system emerges. This property is known as antifragility. Whereas robustness allows a system
to withstand a shock, antifragility allows it to improve through exposure to stress and uncertainty
(Taleb, 2012).

At a systems level, safety is more dependent on learning from disturbances, rather than giving the
appearance of removing known weaknesses. A system can appear safe for a time while weaknesses
remain undetected. If those are exposed over time, they can be corrected before they contribute to a
larger failure. Artificially suppressing disturbances can undermine the process of learning from those
disturbances, while making it seem like there are no apparent risks in the system. When a failure
eventually occurs, the damage may exceed what the system can absorb. Resilience, and through it –
safety, therefore depends on keeping opportunities for mitigating weaknesses open, especially when
we cannot predict the threats a system will face.

This is important for both cybersecurity and biology in the era of AI, where threats evolve rapidly
and it is crucial for defenses to be prepared for non-obvious and novel attacks. Common cyberattacks
and biological risks are somewhat mitigated through current experience and established practice. The
harder problem is posed by attacks that fall outside of our current experience, which can be discovered
by AI systems. AI may increase the rate at which new attack vectors can be discovered and explored,
making it impossible to prepare for every risk in advance. For these threats, safety cannot depend
solely on preventing known vectors of attack. That is why we argue that in the current age, resilience
of systems should take priority over safety of individual models.

Capabilities of individual practitioners and models are necessary preconditions to resilience, but
resilience also depends on the diversity of the approaches available. Independent testing provides
opportunities to challenge assumptions and identify weaknesses that other groups may have overlooked.
Otherwise independent groups can encounter the same limits on what they can examine if these
independent tests are obstructed by similar guardrails. The latent risks and weakness of the system
become correlated and remain unexplored across an entire community rather than within a single
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Figure 1: Schematic illustration of learning from disturbances and latent-risk accumulation. Both
systems begin with the same initial latent risk. In the system on the left (a) – learning and mitigation
reduce hidden weaknesses, while in the system on the right – (b) suppressed feedback allows them to
accumulate. When a novel threat is introduced in the systems, system (a) due to the previous hardening
is more resilient, while in the system (b) that same incident is of higher magnitude and duration. The
trajectories illustrate the proposed mechanism rather than empirical measurements.

Apparent stability / hidden frontier Expanded access to
offensive capabilities

Δ𝐷 (𝑡)
Preparedness gap

C
ap

ab
ili

ty
/p

re
pa

re
dn

es
s

Capability shock, 𝑡𝑠 Time
Accessible offensive capability
Defensive preparedness without guardrails, 𝐷0
Defensive preparedness with guardrails, 𝐷𝑔

Figure 2: Hypothesized defensive capability gap following a sudden expansion in offensive
capability. In this schematic scenario, defensive preparedness without guardrails (𝐷0) tracks offensive
capability, while preparedness with guardrails (𝐷𝑔) develops more slowly. At some time (t) after a
jump in expanded access to offensive capabilities, Δ𝐷 (𝑡) = 𝐷0(𝑡) −𝐷𝑔 (𝑡) denotes the gap between the
two defensive scenarios. The figure does not estimate the net effect of guardrails on risk. Trajectories
and relative scales are illustrative, not empirical estimates.
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uncorrelated point of failure.
A further advantage of resilience is that its protective value does not necessarily depend on

controlling the source of a threat. A software system hardened through vulnerability mitigation offers
protection regardless of whether an attacker uses a model with guardrails, a jailbroken model, or no
AI at all. In biology, improved preparedness builds resilience against both malicious attackers and
naturally occurring outbreaks. Therefore an aspect of guardrails that deserves consideration too, is the
condition in which they leave the system when their protection fails. The safety community needs to
make sure that preventing misuse should not come at the expense of the capacity to withstand threats
that prevention does not stop.

2.1 Guardrail effects on resilience

The main negative effect of guardrails on system resilience is that they conceal the true threat frontier.
When defenders can’t test frontier capabilities, they may operate under wrong assumptions about what
frontier models with reduced cybersecurity refusals are capable of.

This effect is realized through the effects of restrictions that can extend across model generations.
If defenders work with restricted capabilities, while underlying capabilities of models continue to
advance, a period of apparent stability conceals the gap between offensive capability and current
state of defense. A later release of a more capable, less restricted model, or a widespread circulation
of a transferable jailbreak (Zou et al., 2023) could abruptly expand access to capabilities for which
defenders had no opportunity to prepare. Weaknesses that could have been addressed incrementally
can then be exploited at a pace that overwhelms defensive capacity at that time.

Granting access after such capability shock, may not be enough to make up the failure to harden the
defenses beforehand. Access to a stronger model can change immediately, but its effective use may still
require coordination across defensive actors. NIST’s incident response guidance places preparation as
an important part of cybersecurity risk-management activities (Nelson et al., 2025). We hypothesize
that restrictions which interrupt this preparation, such as model guardrails, can have effects that persist
after the restrictions themselves are relaxed. Restoring access is not equivalent to restoring resilience.

Figure 2 illustrates a hypothesized consequence of such expansion in capability. Defensive
preparedness develops along two trajectories. In the counterfactual 𝐷0, defensive preparedness is not
obstructed by guardrails, while in 𝐷𝑔, guardrails obstruct some of the preparedness. 𝐷0 allows the
defensive preparedness to keep up with the offensive capability, and while both trajectories improve,
the slower improvement due to guardrails in 𝐷𝑔 produces a preparedness gap, Δ𝐷 (𝑡) = 𝐷0(𝑡) −𝐷𝑔 (𝑡).
In this scenario, the system that was hardened without guardrails with increased model capability (𝐷0)
is more resilient and less exploitable than the system hardened with the guardrails (𝐷𝑔).

Figure 2 holds the offensive trajectory fixed to isolate the proposed advantage of defensive hardening
with less restricted model compared to hardening through models with guardrails. Guardrails might
also delay or reduce the offensive expansion, while selective access could preserve defensive adaptation.
But in that case even if guardrails delay misuse, the question is if they make the system more resilient
during the period of stability they secure.

3 Security Benefits of Guardrails

Although this paper argues that model guardrails can weaken system resilience, we list some of their
benefits on the level of individual user-model interaction. Guardrails may shift who can perform a
harmful task, how much effort the task requires, or how quickly defenders must respond, even if they
do not prevent every instance of misuse.

The value of guardrails is through which activities they prevent and/or reducing the scale and pace
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of the malicious activities that remain possible. If restrictions make harmful operations costlier, they
may reduce the burden on institutions with limited capacity. This may be particularly valuable for
local governments, public institutions, small businesses or other institutions operating with small IT
teams and limited cybersecurity expertise. To further improve the advantage of defenders, frontier
labs provide select defenders with access to advanced cybersecurity capabilities, including through
trusted-access programs (OpenAI, 2025, 2026). From this perspective, guardrails may help increase
the distribution of vulnerability remediation after it has been disclosed through proper channels,
without first causing harm in the wild.

The value of learning from disturbances does not imply that all disturbances should be permitted.
Some failures may cause irreversible harm or undermine the very institutions expected to learn from
them, which is especially true when dealing with biological pathogens. Moreover, legitimate intentions
also come with some risks, which are related to inadequate expertise, containment (laboratory/sandbox)
and oversight. This supports the argument for restricting high-risk activities even though some of
them might be legitimate.

Guardrails are not static, they are continually updated and refined. Frontier model providers have
a financial incentive to expand their customer base by enabling legitimate applications of dual-use
technologies. This creates an incentive to reduce false positive refusal and to enable a wider range of
legitimate tasks as safeguards improve. Current refusal patterns therefore do not represent permanent
limits on access.

The aim of such refinement is to expand legitimate access without losing the security benefits that
some restrictions provide. For example, Anthropic reports that Zhipu, the developer of the GLM
models, abandoned an attempt to extract Fable’s cyber capabilities after its safeguards degraded those
efforts. Zhipu then switched to models whose safeguards it considered weaker (Anthropic, 2026b).

Anthropic reports a similar pattern in biology. In May 2026, its classifier blocked all exchanges
associated with a grant proposal for gain-of-function research intended to be conducted at a military
institute. In a separate case, a researcher spent weeks using Claude to help plan avian influenza
experiments focused on adaptation to mammals. Guardrails routed these interactions to weaker models
which resulted with a capability gain much lower than stronger models could provide (Anthropic,
2026b).

In summary, the biggest apparent downside to our position is that relaxing restrictions imposes
immediate security costs before the benefits of resilience hardening are distributed. But still, our
central question is whether restrictions that reduce immediate risks also preserve the research and
learning needed to address threats that have yet to emerge.

4 How Guardrails Affect Defensive Work

We now examine mechanisms through which guardrails may weaken the resilience of entire systems.
These arguments do not imply that guardrails are ineffective against misuse. Rather, they concern
costs that can coexist with restrictions, but are difficult to capture through pigeon-holing on safety
through single user-model interactions.

4.1 Guardrails Obstruct Legitimate Research

Understanding threats requires studying mechanism through which they could cause harm. Legitimate
research sometimes depends on the same capabilities that guardrails restrict. In principle, the potential
for misuse does not discriminate a harmful request from a research topic that tries to mitigate that exact
misuse. By failing to distinguish these legitimate uses, development of countermeasures and defensive
preparedness is obstructed. Evaluating guardrails through the lens of only preventing malicious use,
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overlooks these costs to defensive preparedness.
Best example of how guardrails intended to prevent misuse can delay research directed at reducing

biological threats is the example from The National Academies of Sciences, Engineering and Medicine.
They report that researchers developing an mpox vaccine were initially denied access to the AlphaFold3
API because of restrictions involving certain viral sequences (National Academies of Sciences,
Engineering, and Medicine, 2025). This case was eventually resolved by restoring access, but it raises
a question whether less well-connected research groups would have an effective route to challenge
similar restrictions?

In biology, LatchBio and American Wetware’s BioSecBench-Refusal evaluates 61 research tasks
and 46 scenarios containing concealed biosecurity hazards (Wintermute et al., 2026). Refusal rates
ranged from 7–74% on the research tasks and 1–62% on the concealed-hazard tasks, which were
mostly attributed to provider safeguards. These findings expose limitations in distinguishing valuable
research from malicious use. Notably, legitimate research tasks were refused more frequently than
concealed-hazard tasks, suggesting that guardrails did not reliably track biosecurity risk.

Similar evidence can be found in cybersecurity. Campbell et al. (2026) analyze 2,390 conversations
from a cyber-defense competition. Despite the defensive setting, the reported refusal rate was 12.2%
overall, reaching 43.8% for system hardening, 34.3% for malware analysis, and 22.7% for vulnerability
assessment. Requests containing terms such as exploit, payload, and shell were refused 30.5% of
the time, compared to 11.2% for requests without those terms. This shows that guardrails obstruct
defense when just the language needed to investigate a threat resembles the language used to carry it
out, without any concern for the underlying intent.

Going beyond dual-use technologies to some less ambiguous examples, we find that some providers
even put frontier LLM research and kernel development behind guardrails. Reports from systems
developers illustrate how safeguards interfere with legitimate engineering. In May 2026, a Linux
kernel engineer reported that Claude blocked assistance with reproducing crashes for patching, while in
July another developer reported that reviewing their own operating system’s filesystem code triggered
fallback to a less capable model (shardulsdk-mpiric, 2026; QzOS, 2026). A separate transparency
concern arose with Anthropic’s initial guardrails for frontier LLM development, which limited model
effectiveness without notifying affected users, but later they made these model guardrails more
transparent (Zeff, 2026; Anthropic, 2026a).

Even when individual guardrails have low refusal rates per query, that is not sufficient evidence
that a research is unobstructed. In an example, Anthropic reported a flag rate of 0.05% for individual
queries (Cunningham et al., 2026). Even though the rate appears low, a workflow requiring many
successive interactions creates repeated opportunities for an interaction to get flagged. If each
legitimate interaction can be independently refused with probability 𝑝 = 0.0005, the probability of
encountering at least one refusal over 𝑛 interactions would be 1 − (1 − 𝑝)𝑛, approximately 39% over
1,000 interactions. That is why a low refusal rate per query alone does not establish that the burden on
legitimate research is small.

All of these arguments for guardrails, or studies on their effectiveness don’t establish the main
tradeoff, and that is how many scientific discoveries are lost or vulnerability disclosures delayed.
Preserving legitimate research should therefore be an explicit evaluation objective.

4.2 Guardrails fail to distinguish attackers from defenders

The Hugging Face example shows how asymmetric the position between attackers and defenders is.
Not only that, but defensive work can require assistance with the same technical capabilities that
attackers use. A safeguard that restricts assistance because a request resembles an offensive task may
consequently obstruct legitimate defense. Campbell et al. (2026) document refusals of authorized
defensive requests in cybersecurity competition data, providing evidence of this problem.
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The guardrails by definition fail to take into account the diverse ecosystem of actors involved in
operationalizing defensive capabilities. This is one of our main critiques. Every interaction is probed
and viewed through the lens of whether it is malicious. This misses the important point that for
researchers to find and defend against novel attack vectors, they themselves must place themselves in
the mindset of attackers to find vulnerabilities. For example in cybersecurity, white-hat researchers 1

are a perfect example of usefulness of exploiting malicious techniques but with the right motivations.
Such independent researchers contribute discoveries that are complementary to those of internal

security teams. In their study of Chromium and Firefox, Atefi et al. (2023) find differences in the types
of vulnerabilities discovered internally and externally. Internal teams were more likely to uncover
problems deep inside the browser’s core code, such as memory handling or the JavaScript engine,
while external researchers found bugs in parts of the browser that are easier to interact with from the
outside, such as handling of web pages. External researchers were able to find more vulnerabilities
that were already present in the stable version used by ordinary users, whereas internal teams caught
more issues in development. This suggests that the contributions from different groups and methods
(offensive and defensive) are complementary, which is also illustrated in Figure 3.

Figure 3: Illustration of how model guardrails can reduce contributions to system resilience. The
shaded regions represent contributions from different actors in the system. The gray dashed boundary
is the total attack surface an attacker can try to exploit, while the blue dashed boundary represents
hardened defensive coverage. Restricting external researchers’ access to frontier models can reduce
discoveries that complement those of internal teams, creating defensive gaps.

A related concern arises in biology, where detection and response, for example of pathogens is
more distributed and involves clinicians, researchers, local public-health departments, etc. Ashford
et al. (2003) find that healthcare practitioners and health departments are major sources of outbreak
recognition and reporting. We hypothesize that model guardrails could weaken this network if they
obstruct useful assistance for legitimate tasks or exclude access to institutions which are positioned to

1In cybersecurity, white-hat hackers are security researchers who use offensive techniques to exploit vulnerabilities so
that they can be fixed rather than exploited for harm.
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recognize emerging threats, especially those that are outside of close personal networks of frontier
labs.

An additional asymmetric contribution of guardrails to malicious actors and legitimate researchers
comes from the type of incentives and constraints those two groups face. For a determined malicious
actor, circumventing refusal is necessary to achieve his objective, which makes investment in jailbreak
discovery worthwhile. For a researcher using AI to support legitimate work, the same effort takes time
away from research and may also conflict with institutional policies.

4.3 Physical constraints

Historically, recorded biological terrorist attacks have been rare. An analysis of the Global Terrorism
Database identified 33 attacks involving biological agents between 1970 and 2019, approximately
0.02% of recorded terrorist attacks (Tin et al., 2022). This record puts into context the fear of biological
misuse and the asymmetric tradeoff that imposes on legitimate research.

This is because potential to cause harm depends on more than just access to information. In the
case of biology, translating knowledge into operational capability is a huge leap. It requires materials,
facilities, expertise, execution, organization, contact of the biological agent with the environment,
avoiding detection, and other factors (World Health Organization, 2024). Historical research on
biological weapons programs identifies these factors as constraints on turning raw knowledge into
effective operational capacity (Ben Ouagrham-Gormley, 2012; Revill and Jefferson, 2014). These
constraints also create opportunities for target intervention which can discriminate between malicious
and legitimate use with less tradeoffs than model guardrails. There are many of these checks and
balances in place already. For example, commercial synthesis providers already participate in this
system by screening both ordered sequences and customers (International Gene Synthesis Consortium,
2024).

Biological pathogen design, for example deadly viral or bacterial design, is trivialized when used
as justification for model guardrails. Additional constraint, in addition to the factors listed earlier,
is that these are highly dependent on evolutionary feedback from interaction with the environment.
Pathogens evolve under selective pressures imposed by particular hosts and environments, and the
fitness effects of genetic changes depend on those contexts. Experiments with a plant RNA virus show
that these effects depend jointly on genetic background and the infected host (Lalić and Elena, 2013).
Experiments in a butterfly–parasite system demonstrate competing effects of replication, host survival,
and transmission on overall parasite fitness (de Roode et al., 2008). Even laboratory measurements can
miss relevant ecological pressures. For example in a fish virus, measured replication and environmental
stability did not explain observed genotype replacements in the field (Kell et al., 2014).

These findings suggest that engineering a sequence is insufficient evidence of reliable performance
in the wild. The interactions the environment create opportunities for detection. Where these
interactions produce signals, distributed defenders can use AI to perform threat investigation. Outbreak
investigations identify frontline healthcare practitioners and local health departments as major sources
of recognition and reporting (Ashford et al., 2003). This creates a potential defensive advantage where
malicious actors are constrained by the time required for biological experimentation, defenders use
the gathered evidence to understand the threat. In this scenario, preserving unobstructed access to
frontier models could therefore accelerate threat detection and response. In essence, AI assistance is
less useful for translating biological knowledge into an effective attack, which is constrained through
many factors, but highly beneficial in threat detection and response.

In cybersecurity of critical infrastructure, access to offensive knowledge is only one part of the
process through which a cyberattack causes harm. System architecture determines which components
an attacker can reach, while engineering controls limit the consequences that compromised software
leaves in the physical world. This distinction is central to cyber engineering, which treats physical and

8



electronic engineering controls as complementary to software cybersecurity measures (Lampe et al.,
2025).

In industrial systems and infrastructure, one intervention is to reduce connectivity to the systems
that control physical processes. Joint guidance from CISA and partner agencies recommends removing
operational technology from direct internet exposure and separating operational from enterprise
networks (Cybersecurity and Infrastructure Security Agency et al., 2025). Where operational
requirements permit, physical air gaps can remove network connections across a protected boundary
(Australian Signals Directorate, 2026). If the data must cross that boundary, there are many solutions
in practice to allow outgoing data, but not incoming (Stouffer et al., 2023).

5 Conclusion

Restricting access to knowledge associated with dual-use technologies is not equivalent to making
sure that downstream systems are safe. We argue that AI safety should place greater emphasis on
strengthening the underlying software, infrastructure, and biological systems in which capabilities of
frontier models pose greatest risk for harm in the physical world.

Model guardrails can prevent some misuse, but their contribution to safety of these systems cannot
be inferred just from the individual interactions with users they guard. It also depends on whether
they contribute to the necessary defensive capacity of these systems as a whole, and if they make the
system more resilient to threats that the guardrails fail to stop.

It is clear that model guardrails obstruct some legitimate research. However, the intention is to
accept this cost in exchange for additional safety. The central argument of this paper is that model
guardrails also involve trade-offs within safety itself.

AI use statement
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